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Abstract: Guaranteeing the continuity and the quality of services in network plants is a key issue in the 
research area of asset management. Especially when the plants are located in a wide area where machines 
are not continuously monitored by the operators. In particular, the pervasive adoption of smart sensors 
could be able to develop intelligent maintenance system through an elaboration of data coming from the 
machines: this data could be processed by diagnostics algorithms to warn preventively the fault status of 
the components or machines monitored. The algorithms’ structure is contained in a multiple system of 
agents that have different tasks to manage both the single machine and the information exchanged within 
the whole system. This paper aims to present an application of Artificial Immune System defining, for each 
plant section, the kind of agents employed and the related sensors that must be adopted to collect the useful 
data. In order to provide a practical example, the structure of an Artificial Immune System has been 
implemented in a wastewater treatme t plant where the agents are tested with noteworthy results. 
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1. INTRODUCTION 
Nowadays one of the most important challenge concerning 
asset management, is using new technologies to optimise 
operations and maintenance performances of the plants. 
Optimising the whole management of plants means increasing 
the level of automatization and devising systems that could 
prevent failures and related down time of the machines as well. 
In particular, one of major topics that are discussed within the 
academia and the industrial world is the development of 
adaptive systems able to auto-diagnose degradation from the 
well-functioning contextually allowing a self-healing of 
machine and equipment. 
In this context, modern control system sensors have evolved 
from simple transducers of physical quantities to expert 
systems, capable to assess the measures carried out and to take 
the appropriate decisions autonomously. The widespread 
adoption of such sensors, widely known as ‘smart sensors’, has 
allowed an increase in the flexibility of the plants and, at the 
same time, a simplification of the cabling of the entire 
infrastructure (Smith et al.1995).  
Particularly in the maintenance area, there has been an 
increasing adoption of Prognostics and Health Management 
(PHM) systems with the main purpose to change the 
maintenance practice from a “fix-and-fail” approach to a 
“predict-and-prevent” strategy (Lee et al.2011). Forecasting 
and preventing equipment failures can save time and money, 
besides increasing the operations reliability and safety (Scanff 
et al.2007).  
However, such a thorough revolution cannot be achieved in a 
short time but it must be adopted through a step by step 
approach where the first step is the use of Condition Based 
Maintenance policy.  
Condition Based Maintenance (CBM) is a management 
philosophy that posits repair or replacement decision on the 
current or future condition of assets (Raheja et al., 2006), 
assessed by monitoring equipment through sensors measuring 
physical variables (e.g. vibration, sound, energy consumption) 
associated with its performance. This information can also be 
used to forecast the remaining useful life (RUL) and optimise 
the maintenance schedule. Systems that implement these 
prognostic characteristics are also known as Intelligent 
Maintenance Systems (IMS) (Muller et al., 2008).  
The adoption of CBM or more advanced prognostic techniques 
however usually requires a modification of the industrial 
plants in order to make the system able to acquire the required 
signal and to feed the maintenance algorithms.  
The adoption of intelligent sensors leads important benefits on 
the overall performance of the plants. However, for 
maintenance purposes, the new available architectures are not 
effective yet, since the use of smart sensors can lead to the 
definition of completely autonomous plant areas and 
functions. A typical smart sensor has built-in enough 
computation power and I/O peripherals to control a set of 
actuators without the need to be interconnected; in this case, 
the data needed for maintenance operations may not be 
available to the whole maintenance system.  
The widespread adoption of smart sensors has also led to the 
development of decentralised control systems and 
consequently to the development of decentralised IMS. The 
use of smart sensors in fact has pushed also a changeover of 
the traditional bus architecture due to the increasing adoption 
of IP-based fieldbus like EtherCAT or PROFINET (Felser et 
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al., 2005). The use of IP as a common protocol allows an easy 
integration of the industrial networks with the other networks 
available on the facility and, consequently with Internet too. 
This trend is further enhanced by the new standard for 
“wireless fieldbus”. In this system, known as Wireless Sensor 
Network (WSN) (Spencer et al., 2004), (Lewis, 2004)it is 
possible to connect sensors, actuators, PLC, DCS and mobile 
devices in an easy way avoiding the cabling cost, that could be 
highly relevant in case of mobile devices. 
In summary, nowadays CBM and Prognostic approaches can 
be clustered in two different sets, centralised and distributed, 
and are adopted by a larger number of plants. However, there 
is a particular set of industrial plants where the adoption of 
these methodologies is very difficult: the transfer systems.  
The transfer systems are wide geographically dispersed 
applications, such as crude oil pipelines or wastewater 
treatment; in these plants the maintenance logistics has high 
costs and standard approaches usually lead to sub-optimal 
solutions.  
These systems are composed by a huge number of devices, 
often placed in different areas and often without possibility of 
data connection. In such applications, autonomous IMS, 
capable to estimate their health conditions, can be used to 
forecast maintenance needs (e.g. time to fault, required supply 
parts and service personal) and to optimise maintenance 
schedule, therefore reducing the overall costs. Devices in such 
large distributed networks are activated very few times (once 
a day) and much time is needed to acquire data related to 
device behaviour directly on field.  
In this kind of plants, the adoption of a standalone centralised 
IMS is limited by the training data acquired in lab, since fault 
modes related to environmental conditions may not be 
detected. On the other side, the lack of a reliable 
communication network between the different sections of the 
plants makes extremely difficult, or even impossible, the use 
of a classical distributed maintenance system. 
The aim of this paper is to show an application of AIS System 
in a Wastewater Treatment Plant that allows to overcome the 
limitation of traditional maintenance approach in this specific 
case study. To solve this task a biomimetic approach has been 
used with the use of Artificial Immune System methodologies. 
These techniques allow to solve maintenance problems, and 
also other kinds of problems, by imitating the way of function 
of a biological immune system.  
Furthermore, biomimetics has also been adopted for the 
implementation of the system, through the use of Multi Agent 
Methodologies, in order to mimic the distributed nature of an 
immune system. 
 
2. LITERATURE REVIEW 
This section is rather devoted to a review of the most 
acknowledged scientific proposals and industrial 
implementations of AIS. The first analysis regards the 
application domain in order to identify the fields where the use 
of AIS is currently under investigation and where researchers 
expect good results. Figure 1 shows how the application 
domain is distributed. 
 
Fig. 1. Literature Review of the application domain 
The most common use in industrial application is fault 
detection and diagnosis, a natural application to the pattern 
recognition and anomaly detection features of the AIS. 
Diagnosis is closely related to fault detection and some works 
use these two terms in the same sense. In particular, regarding 
fault detection, AISs are used mainly for weak signal analysis 
in order to perform the detection of a failure from the data 
provided by a set of sensors using black box approaches or to 
perform novelty detection often using negative selection 
methodology. On the other hand, for fault diagnosis, AIS are 
commonly used for fault identification, through the 
implementation of classifier algorithms.  
Several studies apply the AIS to both tasks, like fault 
classification for rotating machines presented by Tang (2011) 
and by Strackeljan (2008). Other works use AIS to fault 
detection in combination with other techniques to perform the 
diagnosis, as the proposal of Amaral (2006) that uses a 
negative selection algorithm to detect the fault and a quad tree 
space partition to classify it. There are also works focused on 
fault detection, like the hardware immune system proposed by 
Bradley (2001) to perform error detection for reliability 
measurement  or the new AIS proposed by Laurentys (2011), 
based on Natural Killer (NK) immune cells. 
Another application domain for AIS is the optimisation 
problem: a remarkable application in this field is showed by 
Bhuvaneswari and Ramachandran (2010,2011), using AIS to 
implement a distributed control for a microgrid generation 
based on energy auction. An unusual application found in the 
survey is in mine detection: Sathyanath and Sahin (2002). 
introduce an AIS based on an Intelligent Multi Agent Model 
(AISIMAM) in order to optimise the control strategies for 
mobile robots dedicated to demining. 
Applications of AIS in the maintenance field explores the 
robust pattern detection feature to perform mainly fault 
detection and diagnosis. The analysis shows that AISs are very 
common in literature in order to develop new advanced 
maintenance systems. This is mainly due to the performance 
and robustness that these methodologies reach in pattern 
recognition and other operations commonly used for 
prognostic and diagnostic.  
The lines of investigations carried out within the literature 
review emphasise some relevant features on AIS, which 
deserve a better insight and attention for upcoming research in 
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Detection capability: An interesting feature of AIS that well 
emerges from the analysis is the abnormality detection 
capability that allows these approaches to perform fault 
detection without the need of a training phase (Gong et al., 
2009). They assume that a normal system behaviour is given 
by its operation at the early stages of its functioning. 
Theoretical contributions show that the performance of this 
approach, usually developed with Negative Selection 
algorithms (Hart et al., 2008), is highly dependent on the set of 
trained data assumed as “normal” and presents high false 
positive rates. In particular, several papers comparing AIS to 
other solutions show that AIS based fault detectors have the 
same or a better performance than other traditional methods 
(Laurentis et al., 2010) (Gong et al., 2009) (Tang et al., 2011) 
to fault identification, but have a large number of false positive 
(Laurentis et al., 2010). This means that the definition of the 
right parameterisation of identification algorithms is crucial in 
order to reduce false detections (Laurentis et al., 2010).  
Problems Optimisation: Concerning the application targets, 
the survey shows that AIS covers a broad range that fits with 
the maintenance needs. Mechanical devices (Tang et al., 2011)  
(Strackeljan et al., 2008) (Thumati et al., 2013), electric motors 
(Costa Branco et al., 2003) and electronic components 
(Amaral et al., 2006) can be monitored using vibration, 
voltage, current and energy consumption as inputs for the 
determination of performance degradation. Solution of 
optimisation problems is a specific field where AIS is 
commonly adopted: a typical example, in the maintenance 
field, is the scheduling of maintenance processes and the 
definition of suitable maintenance policies.   
Distribution nature: Despite the natural distributed 
characteristic of AIS (De Castro et al., 1999) (Aickelin et al., 
2005), only few and recent applications take explicitly 
advantage of this feature (Buse et al., 2003), whilst a 
centralised approach is adopted in the majority of the works. 
This is mainly due to the simplicity of the components or 
plants where AIS are currently implemented. In fact, 
distributed approaches are more advantageous when the size 
of the system under control scales up. For a simple system, a 
centralised approach results more simple to implement and not 
computationally too much expensive, as pointed out by (Hua 
et al., 2013).  
Hybridisation of AIS with MAS - Despite the keywords of the 
preliminary research are closely related to prognostic, 
diagnostic and AIS, in more than 49% of the papers, where 
their implementations is reported, this is performed using 
Multi Agent Systems. Publications in the period between 2010 
and 2014 show the use of AIS combined with Multi Agent 
Systems to manage operations in Smart Grids, as the proposals 
by Bhuvaneswari (2010) and Ramachandran (2011). However, 
almost none of these applications use standard agent-based 
frameworks in their implementation (only three papers 
mention the JADE framework (Bhuvaneswari et al., 2010).  
 
4. PRESENTATION OF THE CASE STUDY 
The case study refers to a company that manage the integrated 
water system in Bergamo’s area. In particular, the application 
of AIS has been developed in a wastewater purifier plant. 
Wastewater treatment plants are complex systems which aim 
to process wastewater, both from civilian and industrial use, in 
order to purify it and enable its reuse or the release into a 
watercourse without risk of pollution or environmental 
contamination. The main sections of these plants are shown in 
the following Figure 2. 
 
Fig. 2. Plant Scheme of a Wastewater System 
Following a brief description of each section of the plant is 
given: 
Collection system: This is the first component of the 
wastewater treatment, usually known as sewage. It is 
composed by a set of pipeline that collects all the water from 
civilian buildings or industrial plants and moving them to the 
process facilities. The collection system, identified by number 
0 in the Figure 2 
Pumping stations: In the case where the piezometric head of 
the water is not enough, a pumping station is used in order to 
increase the pressure of the fluid. This station is usually 
composed by a set of hydraulic pumps able to increase the 
pressure and hydraulic head of the fluid. In the Figure 2 two 
pumping stations are identified by number 1 and 9.  
Screening: The first step to purify wastewater is to remove 
large debris such as sticks, leaves, rubbish and other large 
particles, which may interfere with subsequent purification 
steps. These sections are mainly composed by a set of different 
kinds of grid filters (station 2 and 3 in the Figure 2) able to 
intercept the debris. 
pH adjustment: The first phase needed to perform a chemical 
depuration of the water is the pH adjustment in order to make 
the water moderately alkaline (pH between 7.5 and 8.4). This 
step is necessary in order to enable the following chemical 
processes.  
Making the water alkaline, implies more effective coagulation 
and flocculation processes. Sufficient alkalinity allows also to 
reduce the corrosiveness of water to iron pipes. At the state of 
the art, there are several different techniques that can be used 
to adjust the pH.  
Coagulation and flocculation: One of main phase in a 
conventional water purification process is the addition of 
chemicals to assist in the removal of particles suspended in 
water. Particles can be inorganic such as clay and silt or 
organic such as algae, bacteria, viruses, protozoa and natural 
organic matter.  
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The addition of inorganic coagulants allows several 
simultaneous interactions on and among the particles. Within 
seconds, the negative charges on the particles are neutralised 
by inorganic coagulants allowing the precipitation of these 
solid particles. These precipitates combine into larger particles 
under natural processes. 
Sedimentation: The coming out water from the flocculation 
may enter in the sedimentation basin. It is a large tank with low 
water velocities, allowing floc to settle to the bottom. As 
particles settle to the bottom of a sedimentation basin, a layer 
of sludge is formed on the floor of the tank which must be 
removed and treated. The sedimentation basin may be 
equipped with mechanical cleaning devices that clean its 
bottom, or the basin can be periodically taken out and cleaned 
manually. 
Filtration: After the separation of most flocs, the water is 
filtered and suspended particles and unsettled floc are 
removed. Water moves vertically through several layer of sand 
or other compounds. To clean the filter, water is injected 
quickly through the filter, in opposite way to the normal 
direction to remove embedded particles. Prior to this step, 
compressed air may be blown up through the bottom of the 
filter to aid the backwashing process; this is known as air 
scouring. 
Disinfection: The disinfection phase is accomplished both by 
filtering out harmful micro-organisms both by adding 
disinfectant chemicals. Water is disinfected to kill any 
pathogens which pass through the filters and to provide a 
residual dose of disinfectant to kill or inactivate potentially 
harmful micro-organisms. After the disinfection, the clean 
water could be reintroduced to the environment.  
 
5. APPLICATION OF A.I.S. IN THE CASE STUDY 
In this case study a specific AIS maintenance architecture, 
called AI2MS, was adopted in order to solve maintenance 
problem. AI2MS is a multi-agent implementation of an hybrid 
AIS composed by ten different types of agents grouped in 4 
different clusters on the basis of the role of the agents in the 
system, more detail about the architecture are presented in the 
following works (Zuccolotto et al., 2013, 2014, 2015). The 
clusters are:  
 data provider agents: they contain the agents responsible 
to manage the different sensors installed on each machine 
installed into the plant. In this section there are two 
different kind of agents: Sensor Agent (SA) and Sensor 
Diagnostic Agent (SDA). 
 diagnostic agents: they are an auxiliary agents with the 
aim of support a sensor agent in order to improve the 
performance and the reliability of the system into the 
typical scenarios of application; in order to perform 
diagnosis, several AIS techniques are used at the same 
time, in particular, the detection of typical failure mode 
is made using a clonal selection methodology while the 
detection of new failures is made using a black box 
approach through the use of negative selection 
methodology 
 prognostic agents: it is a set of agents responsible of 
prognostic capabilities of AI2MS. The motivation on the 
basis of these agents is set on the basis of the evolution 
of maintenance needs in recent years. 
 service agents: they are a set of agents responsible for the 
evolution and adaptation of the overall maintenance 
system. The role of the service agents is to assist other 
agents and overcome some limitations intrinsic of the 
typology of plants analysed in the scenario 
The first set includes the agents involved in the provision of 
data from the field; the second set groups all the agents 
involved in the failure detection and identification tasks; the 
third set contains the agents responsible of prognostic features 
involved in the estimation of the remaining useful life of the 
machines which are used to plan the maintenance 
interventions. The last group includes all the agents that not 
are involved in tasks directly related to maintenance, but 
collects all the agents responsible to the management and 
optimisation of the overall platform; this last set provides the 
required specificity to the platform to operate into the different 
scenarios taken into account in this work. 
For the implementation of the system The JADE framework 
was selected as the base development platform. JADE is a 
FIPA (Foundation for Intelligent Physical Agents) compliant 
MAS platform that provides the basic services for distributed 
peer-to-peer applications over wired and wireless 
environment, and allows each agent to dynamically discover 
others to establish a peer-to-peer communication, among other 
features (Bellifemine et al., 2008). Interactions between agents 
are performed by FIPA protocols with support to ontology 
messages. 
Starting from this agents structure, the following tables show 
the application in the case study. In particular the Table 1 
presents for each section of the plant the sensors that can be 
adopted. For each sensor, the functionality is described. 
Table 1.  Plant Sections and related Sensors 
Section Sensor Description 
Pumping 
station 
Flow Sensor Placed to the outlet of the pump 
Current Meter 
Able to measure the current consumption 
of each phase of the engine that drives the 
pump in order to detect electrical failures or 
abnormal mechanical stresses 
Vibration 
Sensor 
Placed between the engine and the pump in 




Placed to the outlet of the filter in order to 
measure the flow rate and detect clogs 
Current Meter 
Able to measure the current consumption 
of each phase of the engine that drives the 
cleaning system in order to detect electrical 






Placed to the outlet of the filter in order to 
measure the flow rate and detect clogs 
Current Meter 
Able to measure the current consumption 
of each phase of the engine that drives the 
cleaning system in order to detect electrical 
failures or abnormal mechanical stresses 
Filtration Current Meter 
Able to measure the current consumption 
of each pumps or engine present in this 
section of the plant 
Disinfection Current Meter 
Able to measure the current consumption 
of each metering pumps that injects the 
regents into the basin 
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Table 2 shows, for each section, the kind of agent that are 
implemented to create an artificial immune system for the 
wastewater plant. 
Table 2.  Plant Sections and Agents 












Outlet pressure under threshold 



























One current meter for each pumps 
SDA 
pH meter 
One current meter for each pumps 
FDA 
Anomaly in pH after the injection of 
reagents (tanks empty or pump blocked) 





SA One current meter for each pump or engine 
SDA One current meter for pump or engine 





SA One current meter for each pumps 
SDA One for each pumps 





In the following Figure 3, the interaction among the different 
agents that compose the system are presented.  
 
 
Fig. 3. Interaction among the agents in the plant sections 
In particular, a couple of dedicated agents manages all the 
sensors implemented in each devices of the plant: the SA 
provides sensors data and SDA evaluates the health status of 
the sensors.  
The fault detection activities are managed, according to 
AI2MS architecture (Zuccolotto et al., 2014), by several 
agents: a group of FDA, according to clonal selection 
principles, to detect known failure modes and a single set of 
NFDA to detect new failure as described by negative selection 
methodology. 
The prognostic capabilities, in each machines, are instead 
managed by a single DHAA while the remain useful life of the 
whole plant are estimated by a single instance of PHA agent. 
Due to the use of multi agents system architecture, the overall 
behaviour of the maintenance system is driven by the 
interaction and the messages exchanged among the agents. In 
this way it is difficult to predict the behaviour of the system 
with well defined rules, but the validation could be done using 
simulation approaches.  
Regarding this point some test are currently made on the most 
critical parts of the system, in more detail the diagnostic agents 
and the computational effort of the system are tested, with 
positive results in a similar scenario using a dedicated test 
bench (Zuccolotto et al., 2013, 2014). 
5. CONCLUSIONS 
This paper provides an application of AIS and multi agents 
which is the basis of the implementation of a reliable 
intelligent maintenance system. The joint use of these 
methodologies allows to get over the limitations of standard 
maintenance system. The related case study, in a wastewater 
plant, has enabled to fulfil the specific architecture of sensors 
and agents in this kind of system.  In particular, the sensors 
available in the plants are managed by a couple of agents: one, 
SA, dedicated to the data provision and pre-processing while 
the second, named SDA, is an auxiliary agent with the aim of 
evaluating the health of the sensor and permitting a safe use 
also of damaged sensors in expectation of the maintenance 
intervention.  
The diagnostic tasks are performed through the joint use of 
three different types of agents: the fault isolation is performed 
by a set of specific agents called FDA with each agent 
dedicated to a single failure mode and with many instances of 
them through the use of Clonal Selection Approach. The fault 
detection of unknown failure is performed instead with the use 
of a Negative Selection Approach, implemented in NFD Agent 
for internal failures, while the failure that can occur in an 
unmonitored section of the plants is performed by another 
specific agent called CDA able to migrate between the 
machines.  
Each machine implements a single instance of an agent, called 
DHAA, that activates an inner prognostic system, able to 
estimate the residual life of a single machine on the basis of 
the sensors data and the results of diagnostic task. 
However, this methodology is still in the previous steps of the 
research and many actual limits should be overcome in future 
research.  
2016 IFAC AMEST
October 19-21, 2016. Biarritz, France
59
60 Luca Fasanotti et al. / IFAC-PapersOnLine 49-28 (2016) 055–060 
 
     
 
This limitation involves two different aspects: constraints 
regarding the maturity level of the methodology used and 
limits of the actual implementation of the platform. 
In particular, in order to apply AIS in industrial plant, some 
further steps need to be taken as to implement and test the other 
parts of the platform like migrant agents, sharing agents and 
the HMI interface to maintenance personnel through the 
evolution agent.  
Furthermore, an extensive test campaign must take place prior 
on lab and further on a pilot plant in order to test the reliability 
of the system in controlled and on field scenarios. 
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